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DETAILED ACTION 
EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 
1 .3 12. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 

Phillip Articola on November 16, 2005. 
Claim 2. 

A method for verifying a check that is being used for an on-line transaction, comprising: 
entering in by a customer using a computer, data obtained from a MICR line of the check, the 
data including a one-way hash value that is based on the data provided on the MICR line as well 
as private data not provided on a face of the MICR lin e check, the private data being a numerical 
value previously provided by the customer and that is stored in a database accessible by a check 
verifier; receiving by a web server of a merchant for which the customer seeks to make the on- 
line transaction, the data entered by the customers the data being received by way of a 
computer network; transmitting by the web server of the merchant to a the check verifier by way 
of the computer network the data entered by the customer; and verifying by the check verifier 
whether or not the check is valid wherein the verifying is performed by the check verifier 
computing a hash value based on the data entered by the customer and provided to it by the web 
server as well as private data of the customer that is obtained from a the database accessible by 
the check verifier; wherein the one-way hash value is included as an n-digit field at one end of 
the MICR line, n being an integer greater than one. 

Claim 3. 

A method for verifying a check that is being used for an on-line transaction, comprising: 
entering in by a customer using a computer, data obtained from a MICR line of the check, the 
data including a one-way hash value that is based on the data provided on the MICR line as well 
as private data not provided on a face of the MICR lin e check, the private data being a numerical 
value previously provided by the customer and that is stored in a database accessible by a check 
verifier; receiving by a web server of a merchant for which the customer seeks to make the on- 
line transaction, the data entered by the customers the data being received by way of a computer 
network; transmitting by the web server of the merchant to a the check verifier by way of the 
computer network the data entered by the customer; and verifying by the check verifier, whether 
or not the check is valid wherein the verifying is performed by the check verifier computing a 
hash value based on the data entered by the customer and provided to it by the web server, as 
well as private data of the customer that is obtained from a the database accessible by the check 
verifier wherein the entering in step includes entering in the private data by the customer, 
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wherein the check verifier verifies the check based on the computed hash value, and the check 
verifier authenticates the customer by comparing the private data entered by the customer with 
the private data obtained from the database, to determine if there is a match. 

Claim 12. 

A system for verifying a check that is being used for an on-line transaction made over a 
computer network, comprising: an input unit for receiving, from a customer, MICR data obtained 
from a MICR line of the check and private data of the customer, the MICR data including first 
MICR data that corresponds to bank account information and second MICR data that includes a 
one-way hash value that is computed based on the first MICR data and the private data of the 
customer that is not provided on a face of the MICR lin e check, the private data being a 
numerical value previously provided by the customer and that is stored in a database accessible 
by a check verifier; a web server for receiving the MICR data and the private data from the input 
unit, as well as transaction data corresponding to a desired on-line transaction to be made by the 
customer, the MICR data and the private data and the transaction data being received by the web 
server by way of the computer network; and a the_ check verifier for receiving, by way of the 
computer network as output by the web server, the private data provided by the customer via the 
input unit and the MICR data provided by the customer via the input unit, wherein the check 
verifier verifies the check based on the computed hash value, and the check verifier authenticates 
the customer by comparing the private data entered by the customer via the input unit and 
provided to the check verifier by the web server, with the private data obtained by the check 
verifier directly from the database, to determine if there is a match. 

Allowable Subject Matter 
Claims 2, 3, 12 and 13 are allowed over the prior art record. 

1. The following is an examiner's statement of reasons for allowance: 

2. The closest prior art of record Hayosh (US Patent 6,61 1,598) teaches a self authenticating 
document system, http://pdos.csail.mit.edu/chord/papers/sec.pdf teaches a cryptographic 
application securing a bank transfer, Hashizume (JP 11085881) teaches an electronic monetary 
transfer system. 

What they fail to teach or suggest: 
A. 

A method for verifying a check that is being used for an on-line transaction, comprising: 
entering in by a customer using a computer, data obtained from a MICR line of the check, the 
data including a one-way hash value that is based on the data provided on the MICR line as well 
as private data not provided on a face of the check, the private data being a numerical value 
previously provided by the customer and that is stored in a database accessible by a check 
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verifier; receiving by a web server of a merchant for which the customer seeks to make the on- 
line transaction, the data entered by the customers the data being received by way of a 
computer network; transmitting by the web server of the merchant to the check verifier by way 
of the computer network the data entered by the customer; and verifying by the check verifier 
whether or not the check is valid wherein the verifying is performed by the check verifier 
computing a hash value based on the data entered by the customer and provided to it by the web 
server, as well as private data of the customer that is obtained from the database accessible by the 
check verifier; 

These distinct features render claims 2 and 3 allowable. 



B. 

A system for verifying a check that is being used for an on-line transaction made over a 
computer network, comprising: an input unit for receiving, from a customer, MICR data obtained 
from a MICR line of the check and private data of the customer, the MICR data including first 
MICR data that corresponds to bank account information and second MICR data that includes a 
one-way hash value that is computed based on the first MICR data and the private data of the 
customer that is not provided on a face of the MICR line check, the private data being a 
numerical value previously provided by the customer and that is stored in a database accessible 
by a check verifier; a web server for receiving the MICR data and the private data from the input 
unit, as well as transaction data corresponding to a desired on-line transaction to be made by the 
customer, the MICR data and the private data and the transaction data being received by the web 
server by way of the computer network; and a the_ check verifier for receiving, by way of the 
computer network as output by the web server, the private data provided by the customer via the 
input unit and the MICR data provided by the customer via the input unit, wherein the check 
verifier verifies the check based on the computed hash value, and the check verifier authenticates 
the customer by comparing the private data entered by the customer via the input unit and 
provided to the check verifier by the web server, with the private data obtained by the check 
verifier directly from the database, to determine if there is a match. 

These distinct features render claim 12 allowable. 

Claims 13 is dependant upon claim 12 and has all of the limitations of claim 12, and is allowable 
for the same reasons. 

Conclusion 

Any inquiry of a general nature or relating to the status of this application or concerning 
this communication or earlier communications from the examiner should be directed to John 
Winter whose telephone number is (571) 272-6713. The Examiner can normally be reached on 
Monday-Friday, 9:30am-5 :00pm. If attempts to reach the examiner by telephone are 
unsuccessful, the Examiner's supervisor, James Trammell can be reached at (571) 272-6712. 
Information regarding the status of an application may be obtained from the Patent Application 
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Information Retrieval (PAIR) system. Status information for published applications may be 
obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://portal.uspto.gov/external/portal/pair . Should you have questions on access to 
the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 

Washington, D.C. 20231 

or faxed to: 

(703) 305-7687 [Official communications; including After Final communications labeled 
"Box AF"] 



Hand delivered responses shouljLbe brought to the Examiner in the Knox Building, 50 
Dulany St. Alexandria, VA. f 



